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1. Why this policy exists 
• Policy prepared by: Katie Tokus 
• Approved by board/management: [ ] 
• Policy became operational on: May 25, 2018  
• Next review date: May 25, 2019  

 
This document needs ongoing review whenever any changes occur to personnel, practices or policies, or technical 
infrastructure impacting any of the information given.  

A formal date for holistic review is given above, but the document is considered a dynamic articulation of The 
Sharpham Trust’s data management policy which is under constant revision. 

 
The Sharpham Trust needs to gather and use certain information about individuals. 

These can include customers, suppliers, business contacts, employees and other people the organisation has a 
relationship with or may need to contact. 

This data management policy ensures that The Sharpham Trust: 

• Complies with data protection law and follows good practice 
• Protects the rights of customers, staff and partners 
• Is transparent about how it stores and processes individuals’ data 
• Protects itself from the risks of a data breach 

 

Data protection law: 

The General Data Protection Regulation (GDPR) applies in the UK and across the EU from May 2018. It requires 
personal data shall be: 
 

1. Processed lawfully, fairly and in a transparent manner in relation to individuals; 

2. Collected for specified, explicit and legitimate purposes and not further processed in a manner that is 
incompatible with those purposes; further processing for archiving purposes in the public interest, scientific 
or historical research or statistical purposes shall not be considered to be incompatible with the initial 
purposes; 

3. Adequate, relevant and limited to what is necessary in relation to the purposes for which they are 
processed; 

4. Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that 
personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or 
rectified without delay; 

5. Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes 
for which the personal data are processed; personal data may be stored for longer periods insofar as the 
personal data will processed solely for archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes subject to implementation of the appropriate technical and 
organisational measures required by GDPR in order to safeguard the rights and freedoms of individuals; 

6. Processed in a manner that ensures appropriate security of personal data, including protection against 
unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate 
technical or organisational measures. 

7. The controller shall be responsible for, and be able to demonstrate, compliance with the principles. 



       

2. Who? People and responsibilities 
 

Data Protection Officer (DPO) – the person responsible for fulfilling the tasks of the DPO in respect of The Sharpham 
Trust is: 

Katie Tokus, Marketing & Communications Officer 

 

The minimum tasks of the DPO are: 

• To inform and advise the Trust and its employees about their obligations to comply with the GDPR and other 
data protection laws 

• To monitor compliance with the GDPR and other data protection laws, including managing internal data 
protection activities, advise on data protection impact assessments; train staff and conduct internal audits 

• To be the first point of contact for supervisory authorities and for individuals whose data is processed 
(employees, customers etc) 

 

Notes: Under GDPR organisations in certain circumstances are obliged to appoint a DPO. However, regardless of 
whether the GDPR obliges you to appoint a DPO, you must ensure that your organisation has sufficient staff and skills 
to discharge your obligations under the GDPR. Best practice dictates that, irrespective circumstances, organisations 
should appoint a named individual as DPO to lead on ensuring that data protection obligations are met.  
 
 
Everyone at The Sharpham Trust contributes to compliance with GDPR.  
 
Key decision-makers understand the requirements and accountability of The Trust sufficiently to prioritise 
and support the implementation of compliance.  
 
Key areas of responsibility have been assigned so that there is clarity about who in the organisation is 
responsible for leading on compliance with the regulations, what training is required by whom, and how 
policy and procedural information is disseminated within the team.  
 
Legend: 
 
Initials Name  Title 

AR Amy Ruewell Trust Administrator 

BB Ben Ballard Programme & Development Manager 

DP David Petts Trust IT provider 

JC Julian Carnell Trust Director 

KT Katie Tokus Marketing & Comms officer 

ME Margot Eliadis Programme Administrator 

MH Maya Herbolzheimer Volunteer and Engagement Officer 

TB Tasha Bassingthwaighte Barn Manager 

 
See the following table: 



 

Responsibilities How? Who is responsible? Training 
needed? 

Keeping senior management and board 
updated about data protection issues, 
risks and responsibilities 

 JC/KT  

Documenting, maintaining and developing 
the organisation’s data protection policy 
and related procedures, in line with agreed 
schedule 

 ME/MH/BB/KT/TB  
 

Embedding ongoing privacy measures into 
corporate policies and day-to-day 
activities, throughout the organisation and 
within each business unit that processes 
personal data. The policies themselves will 
stand as proof of compliance.  

 AR/BB/KT  

Dissemination of policy across the 
organisation, and arranging training and 
advice for staff 

 AR/KT  

Dealing with subject access requests, 
deletion requests and queries from clients, 
stakeholders and data subjects about data 
protection related matters 

 KT/ME  

Checking and approving contracts or 
agreements with third parties that may 
handle the company’s sensitive data 

 JC/KT/BB  

Ensuring all systems, services and 
equipment used for storing data meet 
acceptable security standards 

 DP  

Performing regular checks and scans to 
ensure security hardware and software is 
functioning properly 

 DP  

Evaluating any third party services the 
company is considering using to store or 
process data, to ensure their compliance 
with obligations under the regulations 

 JC/BB/KT  



 

Responsibilities How? Who is responsible? Training 
needed? 

Developing privacy notices to reflect lawful 
basis for fair processing, ensuring that 
intended uses are clearly articulated, and 
that data subjects understand how they 
can give or withdraw consent, or else 
otherwise exercise their rights in relation 
to the companies use of their data 

 KT  

Ensuring that audience development, 
marketing, fundraising and all other 
initiatives involving processing personal 
information and/or contacting individuals 
abide by the GDPR principles 
 

 KT/BB/MH  

 
Trustee, management and staff responsibilities 
 
This policy does not form part of the formal contract of employment, but it is a condition of employment 
that employees will abide by the rules and policies made by The Sharpham Trust. Any failures to follow the 
policy can therefore result in disciplinary proceedings. 
 
Staff or participants who consider that the policy has not been followed in respect of personal data should 
raise the matter with the Data Protection Officer. 
 
Staff should also ensure that any information they supply to The Sharpham Trust is accurate and up to 
date. The Sharpham Trust cannot be held accountable for errors arising from changes about which it has 
not been informed. 
 
All Trustees are to be made fully aware of this policy and of their duties and responsibilities under the 
regulations.  
 
All managers and staff will take steps to ensure that personal data is kept secure at all times against 
unauthorised or unlawful loss or disclosure and in particular will ensure that: 
 

• Paper files and other records or documents containing personal/sensitive data are kept in a secure 
environment 

• Personal data held on computers and computer systems is protected by the use of secure 
passwords, which where possible have forced changes periodically 

• Individual passwords should be such that they are not easily compromised 
 
 
 
 
 
 
 



 

All sub-contractors, consultants, partners or other servants or agents of The Sharpham Trust must: 
 

• Ensure that they and all of their staff who have access to personal data held or processed for or on 
behalf of The Sharpham Trust, are aware of this policy and are fully trained in and are aware of 
their duties and responsibilities under the data protection regulations. Any breach of any provision 
of the regulations will be deemed as being a breach of any contract between The Sharpham Trust 
and that individual, company, partner or firm 

• Allow data protection audits by The Sharpham Trust of data held on its behalf (if requested) 
• Indemnify The Sharpham Trust against any prosecutions, claims, proceedings, actions or payments 

of compensation or damages, without limitation. 
 
All sub-contractors who are users of personal information supplied by The Sharpham Trust will be required 
to confirm that they will abide by the requirements of the regulations with regard to information supplied 
by The Sharpham Trust. 

 
3. Our data processing activities – what data do we store and 

where is it? 
We have mapped our data processing activities and these are held, for internal use only, in the Sharpham 
Trust Data Map. 
 
We have also described our processes, our lawful bases & conditions for processing data, the 3rd parties 
with whom we share data and individuals’ rights in our Privacy Notice document that is easier to read and 
more public-facing. This is available to download from our website here: 
 
www.sharphamtrust.org/about-us/the-trust/data-policy 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.sharphamtrust.org/about-us/the-trust/data-policy�


 

4. Privacy Impact Assessments 
At the date of this document, The Trust believes we do not need do any PIAs, having answered no to the 
screening questions below (as supplied by the Information Commissioner’s Office): 
 

Privacy impact assessment screening questions 
Answering ‘yes’ to any of these questions is an indication that a PIA would be a useful exercise 

Will the project involve the collection of new information about individuals? 

Will the project compel individuals to provide information about themselves? 

Will information about individuals be disclosed to organisations or people who have not previously had 
routine access to the information? 

Are you using information about individuals for a purpose it is not currently used for, or in a way it is not 
currently used? 

Does the project involve you using new technology which might be perceived as being privacy intrusive? 
For example, the use of biometrics or facial recognition. 

Will the project result in you making decisions or taking action against individuals in ways which can 
have a significant impact on them? 

Is the information about individuals of a kind particularly likely to raise privacy concerns or 
expectations? For example, health records, criminal records or other information that people would 
consider to be particularly private. 

Will the project require you to contact individuals in ways which they may find intrusive? 

 
At The Sharpham Trust, we adhere to the ICO’s PIA code of practice, here: 
https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf 
 
 

5. Subject Access Requests 
Under the General Data Protection Regulations (GDPR), in individual (called a data subject) has the right to 
be: 

• told whether any personal data is being processed; 

• given a description of the personal data, the reasons it is being processed, and whether it will be 
given to any other organisations or people; 

• given a copy of the information comprising the data; and given details of the source of the data 
(where this is available). 

Information must be provided without delay, within a month and for free (in the first instance). 
 
We have a process in place where we determine whether a Subject Access Request is valid and by the 
individual whose information we have, before finding that data and communicating that to the individual. 
 
We have a Subject Access Request letter, downloadable from our website here: 
http://www.sharphamtrust.org/about-us/the-trust/data-policy 

https://ico.org.uk/media/for-organisations/documents/1595/pia-code-of-practice.pdf�
http://www.sharphamtrust.org/about-us/the-trust/data-policy�


 

 

6. Our Privacy Notice 
The Sharpham Trust aims to ensure that individuals are aware that their data is being processed, and that they 
understand: 

• Who is processing their data 
• What data is involved 
• The purpose for processing that data 
• The outcomes of data processing 
• How to exercise their rights. 

 
To these ends the company has a Privacy Notice, setting out how the different data (including Special Category 
health data) relating to these individuals is used by the company. 

The Sharpham Trust Privacy Notice is available for print or download from this page on our website: 

http://www.sharphamtrust.org/about-us/the-trust/data-policy 

It can also be emailed on request. 

 

7. Ongoing documentation of measures to ensure compliance 

Meeting the obligations of the GDPR to ensure compliance will be an ongoing process. The Sharpham Trust 
will be: 
 

• Maintaining documentation/evidence of the privacy measures implemented and records of 
compliance  

• Keeping records showing training of employees on privacy and data protection matters  

http://www.sharphamtrust.org/about-us/the-trust/data-policy�
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